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IdentiPHY: Physical Layer Device Authentication

Over the last two decades, information technology (IT) has been widely adopted into industrial control system/
supervisory control and data acquisition (ICS/SCADA) networks. This has expanded the overall attack surface of
critical infrastructure systems and contributed to an increase in the number and severity of cyber-attacks.

After gaining physical access, an
attacker can relatively easily hijack a
phone or printer connection, spoof the
device's MAC address to circumvent
filtering, launch targeted attacks, cmol/
or continue moving laterally through
the network to affect additional

hosts, including from Enterprise IT to
Operational Technology (OT). In @

D D D man-in-the-middle attack, a device is
m inserted between an authorized remote
system and the network infrastructure.
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This unauthorized device can then
NETWORK

monitor authorized device activity and
manipulate it to hide the true activity of
the remote device.
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IdentiPHY is capable of
detecting and mitigating both
of these attack types. IdentiPHY +
passively monitors the electrical ldenthHY
signals emitted by connected NETWORK
devices and uses them for
authentication in much the
same way that fingerprints or
facial recognition are used to
authenticate humans. The result
is o more secure network, from
the physical layer up. L
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Applied Engineering Concepts,
Incorporated (AEC) has developed a
patent pending physical layer (PHY)
authentication technique, IdentiPHY,
which identifies wired Ethernet devices
based on innate characteristics. This
additional layer of physical security
protects OT networks by detecting and
mitigating cyber intrusions through the
identification of unauthorized devices.

IdentiPHY provides organizations with
tighter, more resilient control over the
devices operating on their networks
and mitigates a range of spoofing and
man-in-the-middle attacks posed by
both external and insider threats.

Contact us today before the next threat
happens. Learn more about how we

can help and elevate your level of

security like no other.
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